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TREHE CB S P i T HIEE AN, FBUEE HICgAEZETC L, i fE TR, TR —
XIS, Ik, ibgmidfin Bmmsk, HEARLG, WGETRE R, EiRsha —KE
& AN ——BFHR AT (PR R MR AT AR B W DR O AV RITa D, FE P IR A R B
R . FREEREVIGI . NEAEZMREEA Y, 2AEFHEPRILAESR, E22%
EHLBIRSE, #PT LG B REr, i —— 0B ARG, RIS ARSI S
Ry LA, W RGeS e bl P AT OR AP R S L 8 R AN 14y, T AE Cortex-M3/4
HHERAE T MPU BRIT, I EL TG T RE R KRR I B B A AT R, ARSCRY R R AT RE AN A 41
MPU 8 FH 77
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2  MPUBER

2.1  ThEeEAT

fE£ Cortex-M3/4 JEPE &S rpa] DAL D — MEGE A IRIT .8 (MPUD, BT DASERER A7 ik g (2
WAEASN LA A ) (ORI BRAF S AN AT 52 . i RT SR M MPU,  JUFEfE AT T
2PN 5 20 He A, WORBCAH R MPU, WIZE[R T ARG BCABC MPU. MPU A5 41 T Zhig
A LA i SR G ) SE

BELLE P 2 FHRE o R 5 1 2R e A PR FO B0

PHLE—AMEF VT R EAR S5 BRI, MWTEAE S5 BT -

A AE SR A X B E O R, MRS LT B T A i T e
KA 0. HERRUR Y, BB

WE A7 fiE 7% Regions [ e @, Ebln: 275 Cacheable. /75 Bufferable %%,

2.2 EAREHER

Region : MPU 7EPAT H I RERT (I HLAL . —A> Region HSEat & —Bok g pythhl, R eATmAiE
AN B AR — e PR ) (kX AR,

CM3/4 3L #F 8 /1~ Region, %~ Region 7] LLHLJl Enable B Disable, H%4™ Region &H/NA
256 Bytes; £+ Region HI3E 425 5 Region 2 E A /NS5, Il U1 : Region 258 K /N A 64KB,
A4 Region JEHE A ZUE REHY 64KB EFR (i 16bit 2y 0 [, 0x10000. 0x20000 %5).

A~ Region HE— XI55 i 5 /N1 “Sub-Region”,  fE1E—3 %I 73 Sub-Region B}, %4> Region
AEZE 4K 8 1~ Sub-Region, H4&£A™ Sub-Region T LLHLJH Enable/Disable

>0 &

U /A I —~“Background Region” (11 2-1), Aid & R 8 AN 2 d . 7E)8 FHH MPU J5,
ANF T 0] Sz AR X R], 75 00, K DLevs el i ) b B, % MemManage Fault.

MPU 5 LIt Regions Al LIMMH A & . WIRFEH N A7V TEZ A Region W, U7 i g 14 AL PR
¥ %R 5 B K Region SR¥ksE; Lbin, # 15 Region 55 4 5 Region 221k, NIAZ B A5
%% 4 5 Region M@z, Wk 2-1 fiw.
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B 2-1: MPU DhREREE

Enable Background Region Disable Background Region

4GB 4GB

Region 2 Region 2
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3 MPU H7F5
3.1 HAESRIIR
£3-1: MPU FFRIIR
CMSIS-Core
Address Register Function
Symbol
) Provides information about the
OxEOOOED90 | MPU Type Register MPU->TYPE
MPU
) MPU enable/disable and
OxEOOOED94 | MPU Control Register MPU->CTRL
background region control
MPU Region Number Select which MPU region to be
OxEOOOED98 ] MPU->RNR ]
Register configured
MPU Region Base Address Defines base address of a MPU
OxEOQOOED9C ] MPU->RBAR ]
Register region
MPU Region Base Defines size and attributes of a
OxEOOOEDAO ] ) ) MPU->RASR )
Attribute and Size Register MPU region
MPU Alias 1 Region Base
OXEOOOEDA4 ] MPU->RBAR_A1 | Alias of MPU->RBAR
Address Register
MPU Alias 1 Region Base
OxEOOOEDAS8 ] ) ) MPU->RASR_A1 | Alias of MPU->RASR
Attribute and Size Register
MPU Alias 2 Region Base
OXEOOOEDAC ] MPU->RBAR_A2 | Alias of MPU->RBAR
Address Register
MPU Alias 2 Region Base
OxEOOOEDBO MPU->RASR_A2 Alias of MPU->RASR
Attribute and Size Register
MPU Alias 3 Region Base
OxEOOOEDB4 MPU->RBAR_A3 Alias of MPU->RBAR
Address Register
MPU Alias 3 Region Base
OxEOOOEDBS MPU->RASR_A3 Alias of MPU->RASR
Attribute and Size Register
3.2 MPUREIFHFE (TYPE)
#3-2: MPUREFHFA (TYPE)
Bit Name Type Reset Value Description
MPU 37 #1454 Region M4, 1T ARMvV7-M
23:16 IREGION R 0 SERRH — A — o) MPU, T AL B —
HAHN O,
MPU 32 £ [ Region s /M, 5FT- Cortex-M3/4
15:8 DREGION R Oor8 M, WABE AR 0 G&E MPU), B4 2
8 (‘A MPU).
R 9k F R e — > — o469 MPU, BT LAz
0 SEPARATE R 0 N
BJE E N 0.
8 of 33 ©2017 Spintrol Limited Corp.
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{6 F 2R 25 77 %5 ) DREGION 7B, WIDAEHE & WES 2SR &H MPU,

3.3

MPU ¥4I %7 7725 (CTRL)

* 3-3:

MPU ¥ 87 7788 (CTRL)

2 PRIVDEFENA

RW

R 2R 7 0] R ER A M bk 2 ) R AL

1: % Bit1=11, bk IS
Background Region 45 AU 248 .

0: ¥4 Bit0=0M), Background Region I,
AEAAT X AR AF BERT Region [V MK 2 51 L
MemManage Fault,

1 HFNMIENA

RW

1: 7E Hard Fault/NMI AbFE )52 F £ 5 MPU
0: 7F Hard Fault/NMI AbFE {555 d A {f i
MPU

0 ENABLE

RW

0

1: ffifit MPU
0: *M] MPU

#7 PRIVDEFENA {7 B 7, 7] LLTESA @S AE AT Region MEAHfE MPU HITEIL T, HRAR SU R R AL
FF Ui ) Gk == 18], (H R P JRE ek 4 bk 2 (R A U5 Rk g 4 2 1140 SR, R E T HE
Region, Jf H{#fE MPU, I| Backround Region 5jiX %t Region H & 15, Wi 525 Region )&

PERR . B AR T B P

& 3-1:

Background Region Zh iR E E

4GB

Privileged
Access

Region 2

Privileged
Access

Privileged
0 Access

Privileged
Access

Region 1 attr
Covered
Region 4 attr
Covered
Region 1 attr
Covered

Region 3 attr
Covered

Region 2 attr
Covered

4GB

No Access

Region 1 attr
Covered
Region 4 attr
Covered
Region 1 attr
Covered

Region 2 attr
Covered

No Access
Region 2

No Access

Region 3 attr
Covered

No Access

TIANE B
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o  IMEBRFIEERNMNTR, #—EZAE Region 564 & 58 K2 J5 F Enbale MPU, 75 AJ &E
2 HILE SN MemManage Fault. &CATRKFIER: ERCE MPU Z A Disable MPU, %A
JaPAT MPU L, 55 Enable MPU.

o NS B B E R RARENSIAE XS MPU TS — B SR VFIN, 10 HIE A S BN RS R A
2k (PPB, 3 MPU. NVIC. SysTick. ITM) K& R&Gi15 258 (SCS) W E Region BHATHRY,
DR Ay I e b ik 2 1) 340 I AT A R A B U ) o (R, A% MPU Region JA] FRA, i o7 55 4 i
(R E ) AR BN E Jxt 2 48 X (1) U 1) AN 42 52 B 520

3.4 MPU Region S&77%% (RNR)

# 3-4: MPU Region S %7752 (RNR)

Bit Name Type Reset Value Description

Region %5 15 27 174

LR TR LT B YERC E 1Y Region %5, HT
S 8 4 Region, FTASZRR ERA
[2:0]bit H Lo

7:0 REGION RW

11T Region J&, BUATLATE AN 2785 (RBAR K RASR) HiX}i% Region )& 4T
fic &

3.5 MPU Region £33 775% (RBAR)

% 3-5:  MPU Region #1275 (RBAR)

Bit Name Type Reset Value Description

Region fJ&EdE, N FIEUE I T Region %
/N (P 1.1 J5 TR, ZEXE55T Region
31: N ADDR RW - [FIZ2 8RN B, Region 288K /NA 64K,
T FE 4k FE 4 oA [31:16], L ENIE 16bit 4y 0,

F XS 55T 64K

WRE 1, M[3:0]EE K 5 RNR 27177

4 VALID RW ‘
& E Y] Region 5.
24 VALID fi7 B A7IF, REGION #4785 RNR 2%
HEMEE. AT Cortex-M3/4 R 8 4>
3:0 REGION RW

Region, FTLLY% REGION #fti KT 7 i, ¥ 2
W A

3.6 MPU Region B R K/NEFESE (RASR)
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% 3-6:  MPU Region B B K/NEFFHER (RASR)

Bit Name Type Reset Value Description
31:29 Reserved - - -
iRl LIEEAGEE A
28 XN RW - 1: Ut Region 25 I-HUIR
0: It Region 7] LLHUIR .
27 Reserved - - -
HlE Uy 10 VAT I
Value Privilege User Description
Access Access
000 ATYFE | AR | AN
001 /5 AT 1] Rﬁ%ﬁéﬂ
REVT 1]
P 2te
010 9] Wi PAT G A
26:24 AP RW - e
011 /5 /5 Full Access
100 N/A N/A N/A
HRA R
101 W AR | AEPAT e
&
110 W Rk R
111 Rk Rk R
23:22 Reserved - - -
21:19 TEX RW - Region AP &1
18 S RW - Shareable (G2 A[JL5L)
17 C RW - Cacheable (/75 AIZEAF)
16 B RW - Bufferable (J&7%AJ &)
15:8 SRD RW - Sub-Region %4]
7:6 Reserved - - -
5:1 REGIONSIZE RW - MPU Region X/
0 ENABLE RW - Region 1#

3.6.1 MPU Region J& 1t WAL A48

o XN:fEfill Ik Region P32 15 SLVFHUE, HAE A2 15 2 I0IE A 2B AR AR e 776 2 UL X
P HAZEE, WATEIEL)E, B EHE Region, UUIRRVFEUEHAT.

e SRD: % BIT fii#% |44 Sub-Region [X] Enable/Disable.
e  REGIONSIZE: 1% & Region HIZ & K/, A7 Byte, £ Region HIf/NE & /& 128 Bytes.

e ENABLE: Region [{I{$iREdaHiIAr .
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3.6.2

Hihk 2 (R AS B R A T 5 B R

7E RASR 217 e il g — b3l (TEX. S. C. B) MBS RS LIRS RIS . cM3/4
T %A %17 (cache), HSE CM3/4 KA v7-M M8, 1T v7-M SCRFAMEREEAE (MY T L2 4877,

85 L1 Cache #X N inner (Fr NAFfiE#S) 2547, L2 Cache FRN outer (FAMEGEZS) Z547) VUK
RS RS 4% v7-M IR UER, WTRUREF TEXL S. €. BALEL, LUAR|HFFZ AN
AR HRE R

FEE— N AL AL B T R A, SR RGP 5N S i B AR 1 — S S s /42 .

Bl 3-2: AFERENEN/EIERERER

Microcontroller

Cortex-M¥ Processer

Memory[accesses attributes

Memory MED {L )\} Bl
Processer | —8CCESSES )
—N System level Memory
Core ——y| Write Buffer cache [——/| Controller Memory
Memeory Memory Memory|
accesses accesses accesse

e ARM Cache ZE#J 1 Cache 17-1if 2% M 5 251 (Write-Buffer) 2H ik, E:H Write-Buffer & i Cache
218 FIFO R U [m) A7 5 S 2%

e  Bufferable 5 non-Buffer [ 3= % X | R ILLE ACK 15 5 R[] 5 2 L.
Bufferable: #{#& 5 A\ Buffer J5, (F/> component) {#3k& [H] ACK;
Non-Buffer: “EH(HEAE NS 47, FiR[E ACK;

RS B S NIRRT AL, W LS NRIED A

e Write-Through (‘5i): RIS N Cache % Back-Device ( EAFEE IMBH %), XFf
J7 R R A B REAE, SRS .
e  Write-Back ([F1'5): K HH XIS N Cache, A ELIE Bk AR, FHHEE A

24 5 NF| Back-Device (FAFBLA AN KA, R 7ML S AEE M, a2, mE
T R EHE A VR A B 'S 3] Back-Device I AL, ARk,

ELL F R AE AN3EE T (Write-Through/Write-Back), B\ Cache I &4 Cache miss
HIEO, EFXT IR O, FRATSOT P BN 5 208 S b SR s«

e Write-allocate: 4 %4l 5 A\ Cache I, & 4= Cache miss, NIl 44 % 4& M Back-Device i3 F| Cache,
SR 5 FRHHR Write-Back B IS BHE . LA 6 B 152384 E 5 S A R4

e  Write-non-allocate: HIE¥ %45 N\ Back-Device. I %of W7 1152 45 1 £ ¥ B 4 45 152 H 3]
Cache, #AfE AT EE#ME.

FEIEZEMN R, AN £ Write-Through I8 /& Write-Back, ££ Cache miss I # 7] BLfdi FH Write-allocate
o # Write-non-allocate, R —f%Kiil, Write-Back it & Write-allocate f# [, Write-Through It
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4 Write-non-allocate {1 [, I ANZKAER— Cache BANEIER, Write-Back fit& Write-allocate
] LLRTHERE, (B2 MEH) Write-allocate X} Write-Through V75 %5 Bl

3.6.3 MPU Region JB {5 24848

% 3-7:  MPU Region B8 AR F1FR
Region
TEX C B Description
Shareability
Strongly Ordered (F 4 ™ k& $2 & ARHD 19I5 P
b000 0 0 . Shareable
17)
b000 0 1 HEEL CS5EAEW Buffer) Shareable
*FF Outer Al inner #$& S ; Cache miss
b000 1 0 - (]
Bf % F no Write-allocate
XTF Outer Fl inner # /& [El 5455; Cache miss
b000 1 1 - (]
B} % F no Write-allocate
b001 0 7 outer fl inner - #B>KH non-cacheable % [S]
b001 1 Reserved Reserved
b001 0 2R BAR S e X -
XTF Outer Fl inner #F /& [El 5455; Cache miss
b001 1 1 e (S]
B3 B4R K B Write-allocate
b010 0 AEILE Not Shared
b010 Reserved Reserved
b010 X Reserved Reserved
Wy A7) N A7 H 1k 25 1] ; BB=outer M, AA=inner
b1BB A A |, [S]
HME
TSR BB LT (ZAFERILE) kT s A7

2 TEX f) MSB=1 i, UM% Region #& i WAEffi#s, WIh C A1 B e HZZHFEME (AA); IR 2
P g as, W TEX FI[1:014 8 REZEEM: (BB). AE & AA BT BB, M EUERIE XH 2
MK, WTNRPR:

* 3-8 F ARSNGB HERESFIR
T B EmIS (AA and BB) BRI

00 ANE AT

01 SEEXRHREER, Hk&k4E Cache miss B, S#E/EFM
TEERAE AR allocate SR HE

10 SEERABEMER, HEK4 Cache miss Ff, BE/EX
A no allocate ZEH

1 BEERHREHEN, 2Kk Cache miss I, HiEE{EE

F no allocate &

3.7 MPU Region 7| & F 1728

3.1 AR EN R 6 D217 25 (RBAR_A1/ RASR_A1.RBAR_A2/RASR_A2.RBAR_A3/RASR_A3),

©2017 Spintrol Limited Corp. 13 of 33
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3.8

FLSLHi/E RBAR J2 RASR WA Z A7 #y (U AIX L8 25 A7 2 AH X4 T- 17 17 RBAR JZ RASR), HEA]
MR FRELEN), LY TR B £ Region HIEYENT, 7T DLE BRI 44CHS LDM/STM
B4 — IR SR BEAE, T FH XM Region->H 2 Region &L B ->{F B8 Region” X i/
OEBEEAE, XFEREREA TR, Wigm TR RPRAT R

AT

; Rl = —AMREF, $BME rRTOS MARIEHIBF ) 4 4 Region X (38 M)
MOV RO, #NVIC BASE

ADD RO, #MPU REG CTRL

LDM R1, [R2-R9] ; % 4 /> Region MfEHE

STM RO, [R2-R9] ; —HJifi5E/k 4 1> Region MELE

Tz ] 4% P Mk 2 6] g itk

#3-9:  MCU % WHuhEE

TYPE Memory Type Commonly Used Memory Attributes
ROM/FLASH e e [P
AR, BHERN R ST
(Program Normal memory
i C=1,B=0,TEX=0,5=0
memories)
AR, HHdERR A
Internal SRAM Normal memory
C=1,B=0,TEX=0,5=1
AL, HHdERR A E S
External SRAM Normal memory
C=1,B=1,TEX=0,5=1
. . AR R
Peripherals Device
C=0,B=1,TEX=0,5=1

14 of 33 ©2017 Spintrol Limited Corp.



——
SPIN TrROL
—— SPC1068 MPU HiLycf#i a7

4 MPU i B 254

41 FE MPURREHE

B a-1: BEE MpPU REE

Check MPU Type Register to No
see if MPU exist and there Err
are enough regions
Yes
Disable MPU

v

Select Region #i

Region selection and
programming of region registers Program region base

can be combined in one step address and configuration

Loop ntimes

«

Select Region #i

Disable unused
Regions

Loop 8-ntimes

Enable MPU 4

@ MPU setup completed
TEMEFRATT A AR 1 £ — 2857 58

#define MPU DEFS RASR SIZE 32B (0x04 <<
MPU RASR SIZE Pos)
#define MPU DEFS RASR SIZE 64B (0x05 <<
MPU RASR SIZE Pos)
#define MPU DEFS RASR SIZE 128B (0x06 <<
MPU RASR SIZE Pos)
#define MPU DEFS RASR SIZE 256B (0x07 <<
MPU RASR SIZE Pos)

©2017 Spintrol Limited Corp. 15 of 33
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#define MPU DEFS RASR SIZE 512B
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 1KB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 2KB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 4KB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 8KB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE_16KB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 32KB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE_ 64KB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 128KB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 256KB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 512KB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 1MB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 2MB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 4MB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 8MB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 16MB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 32MB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 64MB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 128MB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 256MB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 512MB
MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 1GB
MPU RASR SIZE Pos)

(0x08

(0x09

(0x0A

(0x0B

(0x0C

(0x0D

(0xO0E

(0x0F

(0x10

(0x11

(0x12

(0x13

(0x14

(0x15

(0x16

(0x17

(0x18

(0x19

(O0x1A

(0x1B

(0x1cC

(0x1D

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<

<<
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#define MPU DEFS RASR SIZE 2GB (0x1E <<

MPU RASR SIZE Pos)

#define MPU DEFS RASR SIZE 4GB (0x1F <<

MPU RASR SIZE Pos)

#define MPU_DEFS_RASE AP NO ACCESS (0x0 << MPU_RASR AP Pos)
#define MPU DEFS RASE AP PRIV _RW (0x1 << MPU_RASR AP Pos)
#define MPU DEFS RASE AP PRIV _RW USER RO (0x2 <<

MPU RASR AP Pos)

#define MPU DEFS RASE AP FULL_ACCESS (0x3 << MPU_RASR AP Pos)
#define MPU DEFS RASE AP PRIV RO (0x5 << MPU_RASR AP Pos)
#define MPU DEFS RASE_AP RO (0x6 << MPU RASR AP _Pos)
#define MPU DEFS NORMAL MEMORY WT (MPU_RASR _C_Msk)
#define MPU _DEFS NORMAL MEMORY WB (MPU_RASR C_Msk |

MPU RASR B Msk)

#define MPU DEFS NORMAL SHARED MEMORY WT (MPU_RASR C_Msk |
MPU RASR S Msk)

#define MPU DEFS_NORMAL SHARED MEMORY WB
(MPU_DEFS_NORMAL MEMORY WB | MPU RASR S Msk)

#define MPU DEFS_SHARED DEVICE (MPU_RASR_B_Msk)
#define MPU DEFS_STRONGLY ORDERED DEVICE (0x0)

#define MPU DEFS MODE_ PRIVILEGE (0x0)

#define MPU DEFS_MODE_UNPRIVILEGE (0x1)
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#include "spcl068.h"
#include <stdio.h>

uint32 t Controlval, u32Privilege;

int MPU_SetUp(void)
{
uint32 t i;
uint32 t const mpu cfg rbar[5] = {
/* SRAM and ROM Addr for code */
(0x00000000) ,
/* SRAM Addr for stack */
(0x20002000) ,
/* SRAM Addr for stack */
(0x20000000) ,
/* Private bus address */
(0xE0000000) ,
/* Peripher address*/
(0x40000000)
bi

uint32 t const mpu cfg rasr[5] = {
/* SRAM and ROM for code */
(MPU_DEFS RASR SIZE 512MB | MPU DEFS NORMAL MEMORY WT |
MPU DEFS RASE AP FULL ACCESS | MPU RASR ENABLE Msk),
/* SRAM for stack */
(MPU_DEFS RASR SIZE 8KB | MPU DEFS_NORMAL MEMORY WT |
MPU DEFS RASE AP PRIV RW | MPU RASR_ENABLE Msk),
/* SRAM for stack */
(MPU_DEFS RASR _SIZE 8KB | MPU DEFS_NORMAL MEMORY WT |
MPU DEFS RASE AP FULL ACCESS | MPU RASR ENABLE Msk),
/* Private bus address */
(MPU_DEFS RASR SIZE 1MB | MPU DEFS_SHARED DEVICE |
MPU DEFS RASE AP FULL ACCESS | MPU RASR ENABLE Msk),
/* Peripher address */
(MPU DEFS_RASR SIZE 512MB | MPU DEFS_ SHARED DEVICE I
MPU DEFS_RASE AP FULL ACCESS | MPU RASR ENABLE Msk)

};

/* Return 1 to indicate error */
if (MPU->TYPE==0)
{
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return 1;

/* Make sure outstanding transfers are done */

__DMB() ;

/* Disable the MPU */
MPU->CTRL = 0O;

/* Configure only 4 regions */

for (i=0;i<3;i++)

{
/* Select which MPU region to configure */
MPU->RNR = i;
/* Configure region base address register */
MPU->RBAR = mpu cfg rbar[i];
/* Configure region attribute and size register */

MPU->RASR = mpu cfg rasr[i];

/* Disabled unused regions */

for (i=4;i<8;i++)

{
/* Select which MPU region to configure */
MPU->RNR = i;
/* Configure region base address register */
MPU->RBAR = 0;
/* Configure region attribute and size register */

MPU->RASR = 0;
/* Enable the MPU */
MPU->CTRL = MPU_CTRL_ENABLE_MSK;

/* Memory barriers to ensure subsequence data & instruction */

__DsB()

/* transfers using updated MPU settings */
__IsSB();

/* No error */

return 0O;
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int in privileged(void)
{
if (__get IPSR() '= 0)
return 1; // True
else if ((__get CONTROL() & 0Ox1)==0)
return 1; // True
else

return 0; // False

int main()

{ /**********Initial Step************
*
* In SPC1068, the recommand basic intial step is as followed
* (1) System initial
* (2) Clock initial
* (3) Delay Initial
*/
2 E——————————.
Step 1: System initial
Load calibration parameter from flash, please do not modify this
function.
__________________________________________________________________ *
/
Sys_Init();
2 I EE———————
Step 2: Clock initial
This function initial CPU(HCLK) and configure all IP clock as
fast as
HCLK. Except for ADC, PCLK and QSPI whose clock have limit.
Note:

(1) SPC1l068 provide RC Oscillator with 1% precision at full
temperature range
(2) If external crystal is as clock source, please use
CLOCK Init (CLOCK_ FROM XTAL8SMHZ,CLOCK HCLK 75MHZ) ;
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to initial clock however with larger code size.

CLOCK_InitWithRCO(CLOCK HCLK 24MHZ) ;
/* Optional function for more flexibility */

//CLOCK_Init (CLOCK_FROM XTALSMHZ,CLOCK HCLK 100MHZ) ;

Step 3. Delay initial
In this demo code, Delay is realized with timer2 which can provide
a precision

delay. Clock of Timer is from PCLK.

Delay Init();

/* Set GPIO function as UART */
GPIO SetPinChannel (GPIO 34, GPIO34 UART TXD);
GPIO SetPinChannel (GPIO 35, GPIO35 UART RXD);

/* Enable UART Clock */
CLOCK_EnableModule (UART_MODULE) H

/* UART Init */
UART Init (UART, 28400);

/* Enable MemManage exception */

SCB->SHCSR |= SCB_SHCSR_MEMFAULTENA Msk;

/* Set up MPU */
MPU SetUp() ;

/* Get the CONTROL register value */
ControlVal = get CONTROL() ;

/* CPU is privileged by default and we change it to unprivilege there
*/

___set CONTROL((ControlvVal & ~(0x1UL)) | MPU DEFS MODE UNPRIVILEGE) ;

u32Privilege = in privileged();
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if (u32Privilege)
printf ("Execution is privileged\n");
else

printf ("Execution is unprivileged\n");

/*
* Access RAM addr 0x20002000~0x20004000 protected by MPU, only

privilege can access, unprivilege

* access cause a hardfault.
*/
*(uint32 t*) (0x20002004) = Oxacceb5;

void HardFault Handler (void)

{

printf ("HardFault had happended\n");

void MemManage Handler (void)

{

printf ("MemManage had happended\n");
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#include "spcl068.h"
#include <stdio.h>

uint32 t Controlval, u32Privilege;

int MPU_SetUp(void)
{
uint32 t i;
uint32 t const mpu cfg rbar[5] = {
/* SRAM and ROM Addr for code and region num */
(000000000 | MPU RBAR VALID Msk | (MPU RBAR REGION Msk & 0)),
/* SRAM Addr for stack and region num */
(020002000 | MPU RBAR VALID Msk | (MPU RBAR REGION Msk & 1)),
/* SRAM Addr for stack and region num */
(020000000 | MPU RBAR VALID Msk | (MPU RBAR REGION Msk & 2)),
/* Private bus address and region num */
(0xE0000000 | MPU RBAR VALID Msk | (MPU RBAR REGION Msk & 2)),
/* Peripher address and region num */
(0x40000000 | MPU RBAR VALID Msk | (MPU RBAR REGION Msk & 4))
bi

uint32 t const mpu cfg rasr[5] = {

/* SRAM and ROM for code */
(MPU_DEFS RASR SIZE 512MB | MPU DEFS NORMAL MEMORY WT |
MPU DEFS RASE AP FULL ACCESS | MPU RASR ENABLE Msk),
/* SRAM for stack */
(MPU_DEFS RASR SIZE 8KB |

MPU DEFS NORMAL SHARED MEMORY WT |
MPU DEFS RASE AP PRIV RW | MPU RASR_ENABLE Msk),
/* SRAM for stack */
(MPU_DEFS RASR _SIZE 8KB |

MPU DEFS NORMAL SHARED MEMORY WT |

MPU DEFS_RASE AP _FULL_ACCESS | MPU RASR_ENABLE Msk),

/* Private bus address */

(MPU DEFS RASR STZE 1MB | MPU DEFS SHARED DEVICE |
MPU DEFS RASE AP FULL ACCESS | MPU RASR ENABLE Msk),

/* Peripher address */

(MPU DEFS RASR STZE 512MB | MPU DEFS SHARED DEVICE |
MPU DEFS RASE AP FULL ACCESS | MPU RASR ENABLE Msk)

};
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/* Return 1 to indicate error */
if (MPU->TYPE==0)
{

return 1;

/* Make sure outstanding transfers are done */

__DMB() ;

/* Disable the MPU */
MPU->CTRL = 0O;

/* Configure only 4 regions */

for (i=0;i<5;1i++4)

{
/* Configure region base address register */
MPU->RBAR = mpu cfg rbar[i];
/* Configure region attribute and size register */

MPU->RASR = mpu cfg rasr[i];

/* Disabled unused regions */
for (i=5;i<8;1i++)
{
/* Select which MPU region to configure */
MPU->RNR = i;
/* Configure region base address register */
MPU->RBAR = 0;
/* Configure region attribute and size register and close
sub-region*/

MPU->RASR = 0;

/* Enable the MPU */

MPU->CTRL = MPU CTRL_ ENABLE Msk;

/* Memory barriers to ensure subsequence data & instruction */

_ DSB();

/* transfers using updated MPU settings */
__IsSB();

/* No error */
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return 0O;

int in privileged(void)
{
if (__get IPSR() '= 0)
return 1; // True
else if ((__get CONTROL() & 0Ox1)==0)
return 1; // True
else

return 0; // False

int main ()

{ /**********Initial Step************
*
* In SPC1068, the recommand basic intial step is as followed
* (1) System initial
* (2) Clock initial
* (3) Delay Initial
*/
2 I EE——————
Step 1: System initial
Load calibration parameter from flash, please do not modify this
function.
__________________________________________________________________ *
/
Sys_Init();
2 I —————————.
Step 2: Clock initial
This function initial CPU (HCLK) and configure all IP clock as
fast as
HCLK. Except for ADC, PCLK and QSPI whose clock have limit.
Note:

(1) SPC1l068 provide RC Oscillator with 1% precision at full
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temperature range
(2) If external crystal is as clock source, please use
CLOCK_Init (CLOCK FROM XTALS8MHZ,CLOCK HCLK 75MHZ) ;

to initial clock however with larger code size.

CLOCK_InitWithRCO(CLOCK HCLK_ 24MHZ) ;
/* Optional function for more flexibility */

//CLOCK_Init (CLOCK_FROM XTALSMHZ,CLOCK HCLK_ 100MHZ) ;

Step 3. Delay initial
In this demo code, Delay is realized with timer2 which can provide
a precision

delay. Clock of Timer is from PCLK.

Delay Init();

/* Set GPIO function as UART */
GPIO SetPinChannel (GPIO 34, GPIO34 UART TXD);
GPIO SetPinChannel (GPIO 35, GPIO35 UART RXD);

/* Enable UART Clock */
CLOCK_EnableModule(UART_MODULE);

/* UART Init */
UART Init (UART, 28400);

MPU SetUp() ;

/* Enable MemManage exception */

SCB->SHCSR |= SCB_SHCSR_MEMFAULTENA Msk;

/* Get the CONTROL register value */
ControlVal = get CONTROL() ;

/* CPU is privileged by default and we change it to unprivilege there
*/
__set CONTROL( (ControlvVal & ~(0x1UL)) | MPU DEFS MODE UNPRIVILEGE) ;
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u32Privilege = in privileged();
if (u32Privilege)

printf ("Execution is privileged\n");
else

printf ("Execution is unprivileged\n");

/*

* Access RAM addr 0x20002000~0x20004000 protected by MPU, only
privilege can access, unprivilege

* access cause a hardfault.

*/

*(uint32 t*) (0x20002000) = Oxacceb5;

void HardFault Handler (void)
{

printf ("+++++++++HardFault had happended start+++++++\n");

u32Privilege = in privileged();
if (u32Privilege)

printf ("Execution is privileged\n");
else

printf ("Execution is unprivileged\n");

printf ("+++++++++HardFault had happended end+++++++\n") ;

void MemManage Handler (void)

{
printf("----—- MemManage had happended start----- \n'");
u32Privilege = in privileged();
if (u32Privilege)
printf ("Execution is privileged\n");
else
printf ("Execution is unprivileged\n");
printf("------ MemManage had happended end----- \n");
}
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#include "spcl068.h"
#include <stdio.h>

uint32 t ControlvVal, u32Privilege;

extern void mpu cfg copy(unsigned int src);

int 1 ;

/* MPU configuration table */
uint32 t const mpu cfg rbar rasr[l16] = {
/* WDT1 - region 0 */

/* RBAR */

(0x40000000 | MPU _RBAR VALID Msk | (MPU RBAR REGION Msk & 0)),
/* RASR */

(MPU_DEFS RASR SIZE 4KB | MPU DEFS SHARED DEVICE |

MPU DEFS RASE AP FULL ACCESS | MPU RASR _ENABLE Msk) ,

/* SRAM - region 1 */

/* RBAR Al */

(0x20002000 | MPU_RBAR VALID Msk | (MPU RBAR REGION Msk & 1)),
/* RASR Al */

(MPU DEFS RASR SIZE 8KB | MPU DEFS NORMAL MEMORY WT |

MPU DEFS RASE AP PRIV RW | MPU RASR _ENABLE Msk) ,

/* GPIO D base address - region 2 */

/* RBAR A2 */

(0x40003000 | MPU_RBAR VALID Msk | (MPU RBAR REGION Msk & 2)),
/* RASR A2 */

(MPU_DEFS RASR SIZE 1KB | MPU DEFS_SHARED DEVICE |

MPU DEFS RASE AP FULL ACCESS | MPU RASR _ENABLE Msk) ,

/* Region 3 -unused */

(MPU RBAR VALID Msk | (MPU RBAR REGION Msk & 3)), O,

/* Region 4 -unused */

(MPU RBAR VALID Msk | (MPU RBAR REGION Msk & 4)), O,

/* Region 5 -unused */

(MPU RBAR VALID Msk | (MPU RBAR REGION Msk & 5)), O,

/* Region 6 -unused */

(MPU RBAR VALID Msk | (MPU RBAR REGION Msk & ©)), O,

/* Region 7 -unused */
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(MPU_RBAR VALID Msk | (MPU RBAR REGION Msk & 7)), 0O,
};

int main()

{

/**********Initial Step************

*

* In SPC1068, the recommand basic intial step is as followed
* (1) System initial

* (2) Clock initial

* (3) Delay Initial

*/

Step 1: System initial
Load calibration parameter from flash, please do not modify this

function.

Step 2: Clock initial
This function initial CPU(HCLK) and configure all IP clock as
fast as
HCLK. Except for ADC, PCLK and QSPI whose clock have limit.
Note:
(1) SPC1068 provide RC Oscillator with 1% precision at full
temperature range
(2) If external crystal is as clock source, please use
CLOCK_Init (CLOCK FROM XTAL8MHZ,CLOCK HCLK_75MHZ) ;

to initial clock however with larger code size.

CLOCK_InitWithRCO(CLOCK_HCLK_24MHZ);
/* Optional function for more flexibility */
//CLOCK Init (CLOCK FROM XTAL8MHZ,CLOCK HCLK 100MHZ) ;
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Step 3. Delay initial

In this demo code, Delay is realized with timer2 which can provide

a precision

delay. Clock of Timer is from PCLK.

Delay Init();

/* Set GPIO function as UART */
GPIO SetPinChannel (GPIO 34, GPIO34 UART TXD);
GPIO SetPinChannel (GPIO 35, GPIO35 UART RXD);

/* Enable UART Clock */
CLOCK_EnableModule(UART_MODULE);

/* UART Init */
UART Init (UART, 28400);

/* Enable MemManage exception */

SCB->SHCSR |= SCB_SHCSR_MEMFAULTENA Msk;

/* Set up MPU */
for(i = 0; i < sizeof(mpu cfg rbar rasr); i++)

mpu_cfg copy((unsigned int) &mpu cfg rbar rasr[il);

/*

* Access RAM addr 0x20002000~0x20004000 protected by MPU,
privilege can access, unprivilege

* access cause a hardfault.

*/

*(uint32 t*) (0x20002004) = Oxacceb5;

void HardFault Handler (void)

{
printf ("HardFault had happended\n") ;

void MemManage Handler (void)

{
printf ("MemManage had happended\n") ;

only
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AREA MY FUNCTION,CODE,READONLY
EXPORT mpu cfg copy

mpu_cfg copy
PUSH {R4-R9}
LDR R1, =0xE000EDY9C ;MPU->RBAR address
LDR R2, [R1,#-12] ;Get MPU->TYPE
CMP R1, #0 ;If zero
ITT EQ ;If-Then
MOVSEQ RO, #1 ;return 1
BEQ mpu cfg copy end
DMB OxEF ;Make sure outstanding transfers are done
MOVS R2, #0
STR R2, [R1, #-8] ;MPU->CTRL = 0
LDMIA RO!, {R2-R9} ;Read 8 words from table (base update)
STMIA R1, {R2-R9} ;Write 8 words to MPU (no base update
LDMIA RO!, {R2-R9} ;Read 8 words from table (base update)
STMIA R1, {R2-R9} ;Write 8 words to MPU (no base update)
DSB OxEF ;Memory barriers to ensure subsequence data & instruction
ISB 0OxF ;transfers using updated MPU settings
MOVS RO, #0 ;No error
mpu_cfg copy end
POP {R4-R9}
BX LR
ALIGN 4
END
VERE: FEASCHOHEA . LA ARM LA, GUN I 45 e LA I i Ui A ST 1
WYL, Fr AL 2 e
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